
JOB SHEET PRACTICE
LEARNING ACTIVITIES:1

Nama : Andry Saputra

Sekolah : SMKN 1 Kota Bekasi

Software :

Virtual Machine: VirtualBox

OS : Linux Debian 9, KaliLinux, Windows 7

all applications can be downloaded at : 119.235.16.190

Hardware Minimal :

Processor : Laptop ( AMD Athlon Silver 3050u with Integrated Graphics ) or Intel Core Processor i5
2520M later / above.

RAM : 8 GB

HOST OS : Windows 10

Internet

Work Steps

1. Install Virtual Machine
2. Create PC host, scheme :

INFORMATION OF ADAPTERS





JOB SHEET PRACTICE
LEARNING ACTIVITIES:1



Gambar Topology

No Steps Information

1. Install Debian Version: 9.7 Amd x64
Codename : Debian Stretch

Boot : DVD/CD : ISO

Type installation GUI ( Graphical User Interface )

Instalasi language English

your location Other > Asia > Indonesia

keyboard American English.

Network Automatically Network Configure with DHCP ( enp0s17 )

Hostname andry

Root password 123 * case sensitive

Full name for new user andry * case sensitive

Username for your account andry * case sensitive



Password new user 123 * case sensitive

Time Zone based on your location
exp : western / Jakarta

Partisi hardisk ( partisi hardisk) Guide Partition. Separate /home partition (recommend
new  users)

Configuration Packet manager.
Scan  Another CD or DVD

No
Survey : no

Software Selection 1. Standar System Utility
2. ssh server

install GRUB boot loader on Hardisk :

Success For Debian Client
Installation?

Yes,
/dev/sda

Yes

Server configuration

2. Login username : andry, password: 123

3. show interfaces ls /sys/class/net

4. Configure network fil. nano /etc/network/interfaces

# Th WAN network interface
allow-hotplug enp0s17
iface enp0s17 inet dhcp

-----------------------------------------

Note: all ip address adapted with your condition

network. The configuration above is just an example

Ctr x
Save : Y

Then Reboot



5. Check Ip addr

6. Repository file nano /etc/apt/sources.list

Deactive all repository with #

# deb cdrom:[Debian GNU/Linux 9.5.0 _Stretch_
-Official  i386 DVD Binary-1 2018$

deb cdrom:[Debian GNU/Linux 9.5.0 _Stretch_
-Official  i386 DVD Binary-1 201807$

deb
http://security.debian.org/debian-security
stretch/updates main contrib
deb-src
http://security.debian.org/debian-security
stretch/updates main contrib

# stretch-updates, previously known as 'volatile' # A
network mirror was not selected during install. The
following entries
# are provided as examples, but you should amend
them  as appropriate
# for your mirror of choice.
#
# deb http://deb.debian.org/debian/
stretch-updates  main contrib

# deb-src http://deb.debian.org/debian/
stretch-updates  main contrib

7. Update Debian apt-get update

8. Install ifconfig apt-get install net-tools

9. Install iptables apt-get install iptables-persistent
apt-get install netfilter-persistent

10. Router Configuration nano /etc/sysctl.conf

11. Change line :
net.ipv4.ip_forward=0
to
net.ipv4.ip_forward=1

12. nano /proc/sys/net/ipv4/ip_forward



13. Change
0
To
1

14. Iptables command Iptables -t nat -A POSTROUTING -o enp0s3 -j
MASQUERADE

15. Save iptable iptables-save > /etc/iptables/rules.v4
or
netfilter-persistent save

16. Show location iptables save nano /etc/iptables/rules.v4

17. Debian Server PC Guest 2 : server, do as steps 1

Configuration

18. Login username : andry , password: 123

19. show interfaces ls /sys/class/net

20. Configure network file nano /etc/network/interfaces

Allow-hotplug enp0s3
Iface enp0s3 inet dhcp

Ctr x
Save : Y

Then Reboot
--------------------------------------------------------------
Note: all ip address adapted with your condition

network. The configuration above is just an example

21. Check Ip addr

22. Repository file nano /etc/apt/sources.list

Deactive all repository with #

Remote using putty



if kambing ui after apt update get error, use
another repository Recommend Use Kartolo

sby. Get now from linuxsec

23. Update debian apt-get update

24. Install ifconfig apt-get install net-tools

25. Install http apt-get install apache2
* configuration and testing later

26.

-

Install FTP

Testing Server address with one
client to access one feature have
been installed

apt-get install proftpd
* configuration and testing later

Choose Web Server Options :

27. Install Windows 10 PC Guest 3 : client,

28. Boot DVD/CD : ISO

Computer Name andry

Partition NTFS single partition, drive C:

https://www.linuxsec.org/2019/01/repo-lokal-debian-stretch.html


Username andry

Password 123

Ip address

-------------------------------------------------------- Note:
all ip address adapted with your condition network.

The configuration above is just an example

29. Install Kali Linux 2019.3 PC Guest 3 : testing NMAP, do as steps 1

Configuration

30. Login username : kali , password: kali

show interfaces ls /sys/class/net

Configure network file nano /etc/network/interfaces



Note: all ip address adapted with
your condition network.

The configuration above is just

an example

31. Testing NMAP and capture
screen  your results

nmap –sP 172.16.0.24 -sP

nmap 172.16.0.37 -sP & nmap 172.16.0.38 –sP

All testing adapted with
your ip address condition

nmap 172.16.0.24 –sT
nmap 172.16.0.37 –sT

nmap 172.16.0.24 –sS
nmap 172.16.0.37 – sS
nmap 172.16.0.38 – sS

nmap 172.16.0.24 –sF
nmap 172.16.0.37 –sF
nmap 172.16.0.38 –sF

nmap –O nmap 172.16.0.24
nmap –O nmap 172.16.0.37

32. Paste capture screen in tables belows Table 2

33. Upload this file LMS your account



Pengujian

Tabel 2 your result

No Nmap explanation capture screen

1 nmap –sP
172.16.0.24-38

Dari
percobaan
tersebut
dapat dilihat
bahwa
nmap akan
mencari
discovery host
yang aktif dan
akan
mencetak
host yang

tersedia.



2 nmap
172.16.0.24– sT
nmap
172.16.0.37– sT
nmap
172.16.0.38– sT

Dari gambar
tersebut
dapat
dilihat
bahwa
nmap akan
mencari port
yang sudah
terbuka pada
setiap system
operasi.

Dan ip
172.16.0.24
adalah ip
dari debian
server
terlihat disitu
“Host seems
Down ( 0
host up )”
dikarenakan
saya
mencoba
shutdown
mesin
apakah hasil
scan debian
server adalah
down dari
kali linux.



3 nmap
172.16.0.24 – sS
nmap
172.16.0.37 – sS
nmap
172.16.0.38 – sS

Dari
percobaan
diatas dapat
dilihat bahwa
membuka
tidak
koneksi TCP
secara utuh
dan
tersembunyi.



4 nmap
172.16.0.24 – sF
nmap
172.16.0.37 – sF

nmap
172.16.0.38 – sF

Dari
percobaan
diatas dapat
dilihat status
scan dari
nmap  akan
mengecek
state dari
pada
layanan.

Dan ip
172.16.0.37
adalah ip
dari
windows 10
terlihat disitu
“Host seems
Down ( 0
host up )”
dikarenakan
saya
mencoba
shutdown
mesin
apakah hasil
scan
windows
adalah down
dari kali
linux.

5 nmap –O nmap
172.16.0.24
nmap –O nmap
172.16.0.37

Dari
percobaan
scanning
nmap
tersebut akan
menscan
sistem
operasi yang
digunakan
setiap  host.



**Note change with your ip address condition


